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File to Fileless
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Malicious to Neutral
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OUTDATED

VERINT



Traditional Cyber Security(1/5)
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Traditional Cyber Security(2/5)
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Traditional Cyber Security(3/5)

Privilege management

NG-Firewall
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Traditional Cyber Security(4/5)

agement
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Traditional Cyber Security(s/5)

SIEM
s GoogleDrive

DropBox

ho Abnormality Detected
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Low visibility of Cyber Threats

* Invisible Attacks
e VPN, AD, PtH, PtT

* Invisible Network Traffic
* Google Drive, Dropbox

* lnvisible Malware
* Task schedule, Wmi , Powershell
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Fileless malware attacks

* As seen from the script or fileless malware, they begin to increase
dramatically. And the PowerShell can be embedded in a macro and
then into a document file in various forms.

* The leverage of PowerShell or wmi which both built-in in windows
system are often used in post-exploitation activities so the fileless
threats will be more and more.
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You can install the back door just in one PS line

* The following elegant PowerShell can achieve three things in one line:

* Detect the architecture (check against the size of the IntPtr object type: x86
or x64bit).

* Download binary from website.
* Directly run the binary on the fly (use iex command).

* Invoke-Expression(iex), Runs commands or expressions on the local computer.

ﬁR’NT © 2016 Verint systems inc. All rights reserved worldwide 11



Import Self-Signed Certificate to Bypass Sign Check

* The malicious program is Self-Signed. But hacker added it to the trusted root
chain. So the victim will always verify this as valid signature.
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E27RIERS:Mon Apr 11 18:29:59 CST 2016 . .
BHFEEEZHEER 105 54 A 25 BAIRBhSREREER An €me rge n Cy n Otlﬁ Catlo n frO m

e e ey ra ety s e sEes  the Taiwan National CERT, asked all

iR 105 F 4 B 25 Bl E " E2BEEROH £ 4 (https://spm.nat. .
p 4 ol the government agencies to check

3 TESREEEAEERS, BEASEEA 10554814 BE whether they infected a specific
FEL %
1 BT ERREESNFEE  LIETENIRER  p— backdoor.
®  BEHA R RE A E R -
2. BEBERERHSR BISEASANSREY el
@ﬁ%e?ﬁ(https//spmnat.govtw/ALTRP)lEl%iﬁﬁ’E Analysis date. 2016-03-31 16.08.26 UTC { 8 months ago )
BB - BEREHEZSRASRNT

17 /56

(FRphsEnEaE (EERXANER] MAnaysis  @Filedetal @ Addiional information @ Comments @)  © Votes

(1)Ad-Aware [Trojan.Generic.16214082]

(3)Antiy-AVL [Trojan[Dropper]/Win32.Agent] Ancvirus Result Upcate

(@)Arcabit [Trojan.Generic.DF76842] ERgEtih ol ERDppatin . gpiiic A

(5)Avast [Win32:Malware-gen] Antiy-AVL Trojan[Dropper}/Win32 Agent 20160331
’ AV&_SI Win32:Malware-gen 20160331

(7)Avira//\E1 % [TR/Agent41984 - TR/Agentyiny]  Avia (no cloud) TRIAgent yiny | 20160331

(8)BitDefender [Trojan.Generic.16214082 ] DrWeb Trojan MulDrop6 16228 20160331

(9)DrWeb/A#%: [ Trojan.MulDrop6.16228] ESET-NOD32 avanant of Win32/Agent XSL 20160331

(10)Emsisoft [ Trojan. Generic.16214082 (B) ] l

ZU1D VENNT SySIems Inc. All ngnis reservea worldwide 14



Sample_NICT.rar Overview

* TMPolicy (2) .dll is pretending to be msisip.dll
* F:\MyProjectimsisip\Release\NvSmartMax.pdb

* DLL entry points, and all exported APIs only do one thing
* WinExec ("tmpolicy.dll", 0)

* TMPolicy (1) .dll The original name is tmpolicy.dll

* Actually TMPolicy (1) .dll is a PE file(tmpolicy.dll).
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TMPolicy Sample Overview

* The malware will determine whether it's in the 32-bit or 64-bit windows version and generate the
different payload with dll to bypass the security check.

* In Windows XP will drop srvlic.dll + fake file
* In Windows 7 will drop msTracer.dll + fake file
* Fake file is actually a real backdoor module and is usually dropped to :
» C\Documents and Settings\All Users\Application Data\Windows CE\ directory.
* C2 Connections:
* help.adobeservice.net:80;help.adobeservice.net:8080;

* assist.adobeservice.net:443:assist.adobeservice.net:1863;
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Running on x8s Windows XP

e How CAWINDOWS\system32\srvlic.dll be executed?

Process CE1I Private E... Working ... EID Path
= @ winlogon.exe FAAE K 4288 K 892 CAWINDOWSavste
= [Flservices exe 1872 K 300K 936 CAWINDOWS\syste
Flvmacthlp.exe 40K 2,088 K 1108 ChProgram FileshVh
= Fsvchost.exe 3284 K 5212 K 1140 CAWINDOW S\evste
Mwmiprvse.exe 3,064 K 8,220 K 1904 CAWINDOW S\evste
Mwmiprvse.exe 2088 K 5,236 K 3000 CAWINDOW Sevste
svchost.exe 1952 K 4,544 E 1208 CAWINDOW Ssyste
svchost.exze 141 18060 K 25468 E 1332 CAWINDOWS\syste
= iy oogle Tndate exe 3028 K 402 ¥ 2032 ChPFrogram Files\Go
L5 GoogleUpdate.exe 388 K 5220 K 308 CAProgram Files\Go
Mwuauclt.exe 6,660 K 004 K 512 CAWINDOW Savste
Fwsacntfy exe P32 K 2,072 B 2896 CAWINDOW Ssyste
Flsvchost.exe 1,548 K 3,802 K 1444 CAWINDOW S\evste
ﬁsvchost_exe 1 ARA TF A 144 ¥ 1520 T ATA TR T AT Meorrota
Fermnlesr s £
Mame Description Company Name Path
' 1CTOR0 OIno :

STTIOTT S



Running on x8s Windows XP

One of svchost.exe will load srvsvc.dll, and srvsvc.dll tries
to load srvlic.dll when LoadLicensingLibrary () is called

o C\Windows\system32\srvlic.dll (Actually, this file does
not exist in the system)

The fake srvlic.dll will be loaded by DLL side-loading / path
hijacking tricks.

When srvlic.dll is loaded, it will try to read the file "fake"
and decrypt as a module file.

The decrypted fake file will be copied to a new memory
block, so the srvlic.dll can not be observed by the process
explorer.
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DIl file has been mapped to memory blocks

| ¥MMap - Sysinternals: www sysinternals.com |Z||E||X|

File Edit View Tools Option: Help

=5 Process:  svchost.exe
PID: 1340

| 02520000 - 0254

Committed: 81,328K
o I §

8 02540934 GetACP

Private Bytes: 0254093E  GetQEMCP 19,292K

02540944 SetEndOfFie |
02541040 series

Viorking Set: 02541050 mainpath SAalB0

[‘ ATEATOES  Temp] |
02541070  CommondppData/

Type 02541090  System/ hie W3 Shareable WS Sh

Dot 1l || 02541040 Windowsf b 720 K 14,432 K

Image 02541088 System BEEK 15T E

Mapped. File 02541008  mainpath - - TIK

Shareahle \J25410EC  commonappdata/Windows CEffake | 620 K

Heap ||| 0Z53I0T PAVexceptonZ@

Managed Heap 025420F0 |, ?AVlogic_error@std@@

Back 02542110 .?AVlength_error@std@@
ol i

263 strings found (2755 bytes)

| i | =
Address Size  Comunit.. Private  Totel W3 | Private..  Shares.. Shar.. Loc. Blocks  Protection Lo
[T 20 L4 UdE UK Lo Wk U Ereiteibead i —
[ 027E0000 K 36K SO K K S E 1 Execute/Fead/ Write
[ VFFEOOOO 64 K 4K 4K 1K 4K 4K 2 Read
00010000 4K 4K 4K 1K 4K 1 Read/Write
[ 00020000 1K 4K 4K 1K 4K 1 Read/Write
00240000 1K 4K 4K 1K 4K 1 Read/Write
003B0000 1K 4K 4K 1K 4K 1 Read/Write
[ 00600000 512K 4K 4K 1K 4K 2 ReadMrite |
00EQDO00 < il ¥

e A

) ], 19




DIl file has been mapped to

3 ¥YMMap - Sysinternals: www sysinternals com

File Edit Wiew

Tools

Options Help

oo Process:

1340

svchost.exe

| 027E0000; -

Committed:
I— Addres: Siring, | E
Private Bytes: JEB4AA help.adobeservice.net;80;help. adobeservice, net: 8080, assist. adobeservice .net: 443:assist.adon\ 9,792 K
027E8585 Category
027E359C  main :I
Working Set; 027Ea35A8 ClientID 7,160 K
027EB5CO  ControllerID
027EBSFC  ControllerVersion :I
027E363E  KeepAliveTime h
0273664  loadpath?
027E3680  system/msTracer.dll
027E36AA loadpathsy
027E36C2  windows fxsst.dll
027E86ES  loadpathxp
027E3700  systemjsrylic.dll
027E3726  mainpath
JE373A  commonappdata/\WWindows CE/fake
(_ | 11if |
218 strings found (3922 bytes)
Lap m a] ¥
Address Size  Comonit... Private Total W& Private..  Sharea..  Shar..  Loc.. Blocks  Protection =
02530000 92 K 92K 92 K 92 K O E i
L&y EO0O0 o0 K b K b K o) b K
[# VFFEOOOO 64 K 4K 41K 4K 4K N 2 Read
00010000 4K 4K 4K 4K 4K 1 Fead Wit
00020000 4K 1K 1K 4K 1K 1 Fead Mt
00340000 4K 4K 4K 4K 4K 1 Fead Wit
00ZBO000 41K 1K 1K 41K 1K 1 Fead Mt
00600000 512K 4K 4K 4K 4K 2 Bead Mrite |
O0EDDOOD ¢ il >

— AET A

blocks

20



Running on x64 Windows 7(1/2)

* Run TMPolicy.exe

1. Drop C:\ProgramData\tempO file and move to
C:\Users\<USERNAME>\AppData\Local\Temp\msTracer.dll

2. Move
C:\Users\<USERNAME>\AppData\Local\Temp\msTracer.dll
file to C:\Windows\system32 (theoretically can not be
moved to this path, restricted by UAC)

3. When msTracer.dll is loaded, it will try to read the file "fake"
and decrypt as a module file
C:\ProgramData\Windows CE\fake

4. Create a batch file to eliminate all files

21



Running on x64 Windows 7(2/2)

* Searchindexer.exe is a Windows Service (WSearch), and it will try to load msfte.dll when
loadTracerDLL is called, and if it fails, it will to try to load msTracer.dll.

* SearchProtocolHost.exe also has the same vulnerability(DIl Side-loading).

* When msTracer.dll is loaded, it will try to read the file "fake" and decrypt as a module file.
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Bypass UAC on Windows 7(1/3)

* But TMPolicy.exe can not move msTracer.dll to system32 because it is
protected by UAC.

* S0, how to place files in system protected areas without triggering UAC?

https://github.com/hfirefOx/UACME
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Bypass UAC on Windows 7(2/3)

* Bypass the UAC restrictions

* makecab.exe /V1 "C:\Users\<USERNAME>\AppData\Local\Temp\msTracer.dl1l"

"C:\Users\<USERNAME>\AppData\Local\Temp\msTracer.dll.msu*

* wusa.exe /quiet "C:\Users\<USERNAME>\AppData\Local\Temp\\msTracer.dll.msu"

/extract:C:\Windows\system32

@ o

TR Microsoft Tpdate HREEHEE (meu)
FREHEE: Windows Tpdate Stand: [ BEC). ]

&
i 10.1 KB {10,422 {sr7TEH)



Bypass UAC on Windows 7(3/3)

« wusa.exe : Windows Update Standalone Installer

* Wusa method, tweaked to work from Windows 7 up to 10th1 10136
Windows Update Standeons et S =

|
@ wusa </? | fh| /help= |
|

wusa <update > fextract:<destination> [flog:<file name>]

wusa <update > [fquiet] [/norestart | fwarnrestart: <seconds> | /promptrestart | forcerestart] [flog:<file name=]

wusa funinstall < <update> | /kb:<KB numbers > [/quiet] [/norestart | /warnrestart: <seconds> | /promptrestart | forcerestart] [/log: <file name>]
/7. /h, fhelp

- EETEREAER -

update
- MSU SRIREEE -

Jquiet
- RBER TECREDY - EREEEFRS -

Juninstall

- BREES SEREREE .

fkb
- EE juninstall EELERRE - EREIcERERE B REEENSE -

Jextract
- REETNSEHENSRESIEMNRENRE - 2 5

J/norestart



Encryption/Decryption of fake(1/4)

* Each running of TMPolicy.exe will generate different fake files, but after
decryption , the contents are all the same.

* Fake file content = 4Byte Secret Key + Encrypted Content

* Secretkey is generated by rand () function.

fake (&

Edit 5 Hex Fun Script Eun Template Encrypted COHECIE

Keyag 1 2 3 A4 5 & 7 8 9 A B €D E FE 1234567 890 BCDEF
geesh: | 9B 21 15 ZTIIEB Be 7C 98 43 98 98 98 55 98 98 98 - L | e Bwow e Ue o s
8@18h:| BA 8A 98 98 SF 98 58 98 98 98 98 98 1F 98 98 98 E OB E N o R R R
@828h:] 98 98 98 98 98 98 98 98 98 98 98 98 98 98 98 98] . - . . . . - - - 4 4 4 - . - .
@238h:| 98 98 98 98 98 98 98 98 98 98 98 98 /98 98 98 98] . - . . . . . . . . ... ...
P48h:| @F 98 98 98 21 69 41 21 98 SF BE 27 51 5F 3F AD PR 1 o)
8a58h:| 27 51 D7 @4 52 17 CC 85 D3 34 2F D3 35 86 CC 89 'Q % R B B )
B@6Rh:| 35 38 38 34 B9 CC 1B C4 CC D3 D1 38 CC 52 38 CC|] 588 4 . s 5 = LS o b
e@78h:| DF 9B EE CC 86 34 2B C4 2A BB BB 5C @7 98 98 98 .. .4+ BN R B
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Encryption/Decryption of fake(2/4)

* Secret Key: First 4 Byte
* Cipher = ENCRYPT(Plain, Secret_Key)
* Plain = DECRYPT(Cipher, Secret_Key)

Reduced Sequence: 128 Bytes table

reduced_sequece = [

0x03, 0x05, Ox06, Ox07, OxPA, Ox0C, OXOE, Ox13, Ox14, 0x18, Ox1B, Ox1C, Ox21, Ox25, Ox26,
Ox28, 0x29, Ox2B, Ox2D, Ox2F, ©x30, Ox33, Ox35, Ox36, Ox37, Ox38, Ox3F, Ox41l, Ox42, Ox45,
Ox4A, Ox4B, 0x4C, 0x4D, Ox4E, x50, Ox52, Ox53, Ox55, 0x56, Ox57, Ox5A, Ox5B, Ox5D, OXSE,
Ox61, Ox65, OXx66, Ox67, Ox69, OX6A, OX6B, OX6C, Ox6D, OX6E, OX70, Ox73, Ox77, Ox7D, OX7E,
Ox82, Ox83, Ox84, Ox8A, Ox8E, 0x91, Ox93, Ox94, Ox95, Ox96, Ox97, Ox98, Ox9A, OX9B, OX9C,
OxAl, OxA3, OxA4, OxA6, OxA7, OxAA, OXAB, OxAC, OXAE, OxAF, OxBl, ©xB3, OxB4, OxB5, OxB6,
OxBA, OxBC, OXBF, OxCO, OxC2, OxC9, OXCA, OxCB, OxCC, OXCE, OxD1, ©xD2, OxD4, OxD6, OxDS,
?XDA, OxDB, OxDC, OXE@, OXE5, OXE6, OXE9, OXED, OXEE, OxF3, OxF5, OxF7, OxFA, OxFB, OxFC,

ox27,
ox47,
ox60,
Ox7F,
oxAQ,
OxB7,
oxD9,
OXFE,

27



Encryption/Decryption of fake(3/4)

1. Calculate Chosen Sequence: 4 Bytes
e chosen_sequence[ i ] = reduced sequece[ secret key[ 1 ] % 128]
2. Build First Secret Map: 256 Bytes
e first secret map = [ 0, 1, 2, ... , 255 ]
3. Choice chosen_sequence[ @ ] ~ chosen_sequence[ 4 ]
e first_secret_map rearranged four times with chosen_sequence[0-4]
* Build Second Secret Map: 256 Bytes

e second_secret map[ first secret map[ i ] ] =1

28



Encryption/Decryption of fake(4/4)

* Encryption(substitution ), through the second_secret_map
e encrypted data [ i ] = second_secret_map[ original data[ i ] ]
 Decryption(substitution ), through the reversed_second_secret_map

e reversed _second secret map[ second secret map[ i ] ] =1

decrypted data[ i ] = reversed _second_secret_map[ encrypted data[ i ] ]

29



Connection Protocol between C2 Server(1/3)

* C2 sends command to fake

¢ SIZE = total size of command — 4
* MAGIC, OPCODE1, OPCODE2, PAYLOAD are encrypted using SECRET_KEY

SIZE[4] SECRET_KEY[ MAGIC[4] OPCODE1[4] | OPCODE2[4] PAYLOAD
4]

* Fake sends response back to C2

¢ SIZE = total size of response — 4
* MAGIC, PAYLOAD are encrypted using SECRET_KEY

SIZE[4] SECRET_KEY[4]| MmAGIC[4] PAYLOAD

kR’NT © 2016 Verint systems inc. All rights reserved worldwide



Connection Protocol between C2 Server(2/3)

* |[f opcode1 == 0x3254BFD2 and opcode2 == Ox6FF39717
- ExecCmd_LoadLibrary

« Command
SIZE[4] SECRET_KEY[4] MAGIC[4] ©x3254BFD2 Ox6FF39717
NAME_LEN[4] NAME [ NAME_LEN*2]
 Response
SIZE[4] SECRET_KEY[4] MAGIC[4]
MESSAGE_LEN[4] MESSAGE [MESSAGE_LEN*2] RETCODE[1]

#R’N ' . © 2016 Verint systems inc. All rights reserved worldwide



Connection Protocol between C2 Server(s/3)

* If opcode1 == 0x22836D73 and opcode2 == 0x6F42E3CO
- ExecCmd_GetPlatformBits

* Command
SIZE[4] SECRET_KEY[4] MAGIC[4] 0x22836D73 OX6F42E3C0O

* Response

SIZE[4] SECRET_KEY[4] MAGIC[4]

MESSAGE_LEN[4] MESSAGE[MESSAGE_LEN*Z] OXFFFFFFFFFFFFFFFF
0Xx00000003 'X' 90 '8' 00 '6' 00 0X00000000
or
'X' 90 '6' 00 '4' 00

#R’N ' . © 2016 Verint systems inc. All rights reserved worldwide



C:\ProgramData\temp0

DLL (GUI) Hidden File APT Malware

Sw"er Nam o M TINAdministrators
File MD5  fb4a0fdb2c0af5b80e1f52b1bc3a375a
File Sze 74 KB (75776 Bytes)

Create Time 2015-11-05 21:49:26
Last Access 2015-11-18 23:27:59
Last Write  2015-11-18 23:27:59
Time Stamp 2014-12-11 09:11:11
Alias «  C\WINDOWS\SYSTEl 32\ MSTRACER.DLL

9
\ / / \\

DE94731F308 /" UPDATE ADOBESERVICE NET

www PRG)(YDOMAIN

/ . /

\ / \

\ O\ / A\ e

O / / 7\ ~

\ \ / // \‘\ L. o
NVWADQBESERVICE NET “PROX
ENET \ : 1040622934@00 coM_ ]
ADOHESER\/ICENET

Searchindexer.exe

“am32\Searchindexer.exe

(32] [PID: 3600] 2016-10-26 20:34:47  C:\Windo

Conotmonorowon | omomotzoton [ o]

Code/DLL Injection ~ APT Malware

@ help.adobeservice net

NCCU.PROX

,//{ |
MAIZED./NET f

HELPAL)OBE

MR ¢~

SERVICE NEF ATOR ADOBESERVICE NET

[@ assist adobeservice.net

_d;;vuc.’&il
_adjust_fdiv
mxtterrn

2014-12
 £22719ab1f830dfa27c598e7 1e8ae7e5
483 xls (CVE-2012-0158)

intermain:
loadpath7
loadpathsv

| ‘ help. adobeservice net: 1863 help adobeservice net:8080:assist adobeservice net:443:assist adobeservice. net:80:

/
/

115

9 TEST3|" - »




Operation TooHash (H2)

* 03/11/2014 G DATA SecurityLabs have discovered a spyware
campaign. Operation TooHash is a targeted cyber attack on companies
and organizations. The aim of the attack is to steal sensitive information
from the targeted companies. Using a "spear-phishing" approach”

* 2013~ 2014-01-06
* 8d263d5dae035e3d97047171el1chf841 (102FESF + 103FEF B IGH S E xIs)
 7251073c67db6421049ee2baf4f31b62 (ZHEE [F7.doc)
* 2ec306ef507402037e9c1eeb81276152 (X 153K xIs)
* 6b83319cf336179f2105999fe586242¢ (Wo.doc)
e C2:
* *.cnnic-micro.com , *.adobeservice.net, *.intarnetservice.com.,etc

#R’NT © 2016 Verint systems inc. All rights reserved worldwide 34



Indicator of New OperationTooHash

Hash Values
¢ 650C58E995A471FA4BE6C49A32F7899B
e 4DBD68D3741D46170D2585AAE4336B80

IP Address

Domain Names
. help.adobeservice.net

. help.adobeservice.net

Network/Host Artifacts
. En/Decode Algorithm, Strings
. Connection Protocol, User-agent

Tools
. TMPolicy.exe

TTPs
. Spearphishing email
. UAC bypass, wusa.exe

. Deploy through Anti-Virus
. DIl-Slde loading

ﬁR’NT © 2016 Verint systems inc. All rights reserved worldwide






ATT&CK Matrix

Privilege Defense Credential _ Lateral ) _ . Command and
PerS|stence Discovery Execution Collection Exfiltration
Escalation Evasion Access Movement Control
i e Application :
Accessibility  |Accessibility . 2 Account Command-Line |Automated Automated Commonly
Binary Padding |Brute Force ) Deployment , )
Features Features Discovery Interface Collection Exfiltration Used Port
Software
. Communication
: Application s e . ,
, g Bypass User Credential B Exploitation of |Execution Clipboard Data Through
Applnit DLLs |Applnit DLLs . Window B
Account Control |Dumping ) Vulnerability  |through API Data Compressed |Removable
Discovery .
Media
Basic Bypass User : File and . :
< Credential ; . Graphical User Data Connection
Input/Qutput  |Account Code Signing ) , Directory Logon Scripts Data Staged
Manipulation ) Interface Encrypted Proxy
System Control Discovery
Custom
~ |Local Network
. s Component Credentials in : ; Data from Data Transfer |Command and
Bootkit DLL Injection | _ " Configuration |Pass the Hash |InstallUtil ’ =
Firmware Files : Local System |Size Limits Control
Discovery
Protocol
Exfiltration
Change Default|DLL Search |Component o Local Network Data from Custom
- : Exploitation of : Pass the Over :
File Order Object Model o Connections PowerShell Network . Cryptographic
o L A g Vuinerability . Ticket . Alternative
Association Hijacking Hijacking Discovery Shared Drive S Protocol

https://attack.mitre.org/--




ATT&CK Groups

Group ¢ Aliases ¢ Description
APT1
Comment
Crew

APT1 Comment
Group
Comment
Panda

APT12
IXESHE
APT12 DynCalc APT12 is a threat group that has been attributed to China.?! It is also known as DynCalc, IXESHE, and Numbered Panda.[*!l2]
Numbered
Panda

“»

APT1 is a Chinese threat group that has been attributed to the 2nd Bureau of the People’s Liberation Army (PLA) General Staff
Department's (GSD) 3rd Department, commonly known by its Military Unit Cover Designator (MUCD) as Unit 61398.["]

APT16 APT16 APT16 is a China-based threat group that has launched spearphishing campaigns targeting Japanese and Taiwanese organizations.*!

APT17 APT17 is a China-based threat group that has conducted network intrusions against U.S. government entities, the defense industry,
Deputy Dog | law firms, information technology companies, mining companies, and non-government organizations. %!

APT18

Threat Group- N

0416 APT18 is a threat group that has operated since at least 2009 and has targeted a range of industries, including technology,

TG-0416 manufacturing, human rights groups, government, and medical.(®]

Dynamite

Panda https://attack.mitre.org/

APT17

APT18



Data(A1R - S EENEN)-> Intelligence(REERIELE)

Pyramid of Pain

A i L Strategic
 Teols . eChallenging
k ;
| me?i;aﬁts _‘7°Annoy|ng Tactical
Domain Names eSimple

*Easy Operational
eTrivial

http://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html
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755 Mon Apr 11 18:29:59 CST 2016
SHEIEFSHEN 105 F4 B 25 BAIEEHSRERFHEER

BH.a8 1T

StHEi: FSHRMETENSRERREE » LHHHEMAIREENR

R 105 F 4 A 25 BaE " E2REZAEEE 4 (https://spm.nat.gov | §

GEHEBMSTEREER -
i "ESERENLE RS
HFEH
1. BEHH SRR AR RS
X BHHEESEZERER
2.ARERERESR  HRERSATAHSRRHEZERISR
@ﬁ%e%(https.//spm.nat.gov.tw/ALTRP)@Eﬁﬁﬁfk(ﬁﬁmﬁﬁ
mEtAl) - SRR HEZERSRNT -
(FRbhsREasE (FERLHIER]
Ad-Aware [Trojan.Generic.16214082]
(3)Antiy-AVL [Trojan[Dropper]/Win32.Agent]
(4)Arcabit [Trojan.Generic.DF76842]

ABRATM FHEER A R

WMEANEFTT » —HRATME
AT BEH - [GEIEER
AMEARK - —SRERES

TEREE - EREERR
T - FRETATMEYEEER
"EFSEAE B4
B EAISELT) . EREE
R ERA )

wincorighg - B Spro ce

éﬁ’é‘é&‘ﬁ BEEFEIATMEEE AT ERRER "cnginfo.exe ; (Zh&E

B7) - Tcngdisp.exe . ZEEEY “cngdisp_new.exe , (IhEEB:IT!

"delete.exe ; (IJEESMIERTER) + R1#5S1E "cleanup.bat ; (FELL
cngdisp.exe Zcnginfo.exe[iEs. ) @ EEEEFEKEE  BEHEEE

ZE (REFEHEZSE) . B "#2E. SRRt RS - 8H 8

(5)Avast [Win32:Malware-gen]

(6)AVG [Agent5.AMAQ]

(7)Avira//\£1 % [TR/Agent.41984 - TR/Agentyiny]
(8)BitDefender [Trojan.Generic.16214082]

(9)DrWeb/A#1¢ [ Trojan.MulDrop6.16228]
hmE AT — Y,

\‘551 B RATMEEREER ;{;/\HJ EiE -

RFERB RS - ERVATMEREEERNES "THTeR - Bl
2 ‘657—1:  FERREEEER  BREEEE BEEER  REEE:
 BEFIIWEENEFNEENER > BEXTESH RBRICEE
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Machine-readable threat intelligence

O
] TronGen2
B ERAE: FRRERR{T AT = EEpin=4 ciprogram Files\acronisitrueimag
IR A 2016/3/25 AREE: Y
#E5; T $RIAEEL, Defwatch 31
FERI: W s SoNAR EEE AT
TEELL: S {EF SOMAR {SH8% T8
Tk (D
AR AL LT R R SEREEER ¢ |
= et SRR B3l s EREr s e
e \ BRI BFETEILEES 2 % -

REEH: A BairsE: ARIERA R SERTER - |
EEGHRR: EER BRI B2l s B s
T AE15DF4CE7OFS13860FA g,

A4FA004E1FASEIS2C080 URL 3B R

2CARSESTEFI99B160240

3490

svchost.exe [PID: 6680] 2016-04-05 07:40:18  C:\Windows\System32\svchost exe

@ 114.27.13.18
|This program cannot be run in DOS mode.

$
%002%-%002%-%002%-%0025-%02%-%02x
Y%ad-%02d-%02d %02d:%02d
%d.%d.%d.%d

Yod|%od|%s

Tes” "5

"

Not able to generate 10Cs

VERINT

able to generate 10Cs

Closed threat intelligence

o L
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Intelligence Providers

Open Source Commercial
Intelligence , , threat

[OSINT] . intelligence

Computer

Emergency & Closed threat

Response

intelligence
eams [CERT

#R’NT © 2016 Verint systems inc. All rights reserved worldwide
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Evolving From Cyber Security To Cyber Defense

From Being Hunted To Being Hunters
/No automated \ @
analytics

Limited to one
attack vector
Aggregates logs;
no analysis
Only

‘knowns’ & Advanced
Threat
Advanced SIEM 2.0 Defense
Threat
Detection
: SIEM
Perimeter
Signature-based
TIME e [ S | [ R [ R S A ereernennnen
Policy Compliance; Single Threat Visibility; Connect logs with Integration, Need
Enforcement Pane of Glass Detect “unknowns” NW, Endpoint Analytics &

# K / Automation




ATTACKERS
HAVE MULTIPLE
ROUTES TO
REACH THEIR
TARGET

Organizations Need To
Look Across The Kill
Chain N
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The Need For A Unified & Automated Cyber
Intelligence Solution

Too many point products $70 billion spent on IT security;
Focused on single attack vectors Over 80% of organizations breached

Too many alerts _ _
17 000 malware alerts a week, of which Only 4% of alerts are investigated
only 19% are considered reliable

Not enough solid insights

S;Zg?ge of Cyber Analysts to reach 1.5M days-weeks to investigate

Can’t make sense of the noise & takes

Sources:

CyberSecurity Ventures, Cybersecurity Market Report, December 2015
Ponemon Institute, Cost of Malware Containment, January 2015
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Few Incidents

a .. BRAIN - ByavzY a2 APT
automated  ~ 'SR\ l detection

il investigation

Verint makes sense of the data to glean insights for superior cyber intelligence

#R’N 1-, © 2016 Verint systems inc. All rights reserved worldwide 46



Automated & Orchestrated Cyber Intelligence

Comprehensive = Active + Passive Monitoring

\

Multiple Dimensions= Network + EndPoint forensics +
Files Analysis

Automated Analysis= Intelligence-Oriented Analysis+
Machine Learning

/

Visualization = Unified Investigation Platform
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Thank You

FOR LESSENING

VERINT



